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1 Introduction

Computer systems consist of interacting components
operating at multiple levels of abstraction: pro-
cesses, kernels, microprocessors—even the surround-
ing environment. Languages and tools for build-
ing and analyzing systems—as opposed to individ-
ual components—must account for the interactions
amongst different levels. These interactions are often
event-based in nature.

For example, a process may issue a sleep() re-
quest to the operating system; this is a downward
event: a higher level of abstraction causes an event
to occur at a lower level of abstraction. When the op-
erating system decides that the process has slept long
enough, it continues the process’s execution from the
point where it left off; this is an upward event. This
idea generalizes to systems with several levels of ab-
straction, where some events may jump levels.

This article discusses an approach to modeling
these downward and upward events within a frame-
work known as language level virtualization. It is my
hope that this approach will be useful for structur-
ing languages and tools for building and analyzing
software and cyberphysical systems.

2 Overview of language-level
virtualization

This section introduces the basic concepts of the
language-level virtualization framework. The subse-
quent sections use this framework to explore down-
ward and upward events within systems involving
multiple levels of abstraction. (A detailed definition
of language-level virtualization is beyond the scope of
this extended abstract.)

Language-level virtualization may be viewed
as a variant of small-step operational semantics
which includes rules that allow us to remove some

operations and define other new operations within a
context. This is a good match for modeling systems
which consist of components operating at multiple
levels of abstraction. For example, operating systems
and virtual machine monitors usually trap attempts
by applications to perform certain unsafe operations
(perhaps emulating their behavior using other safer
operations), while allowing safe operations (such
as addition) to be performed directly by the CPU.
While virtualization is a well-established feature
at the operating system level, the same pattern
of mediation can also be useful at other levels of
software design. For example, one may wish to run
a library written in C in a sandbox which prevents
it from crashing or subverting its host application;
or one may wish to run an untrusted script in a
modified environment which only allows write access
to certain resources; or one may wish to write certain
components of an application in terms of operations
defined in a trusted kernel, while disallowing direct
access to low-level primitives (such as unguarded
pointer arithmetic). All of these use cases can
be addressed by building virtualization features
into programming languages—i.e., language-level
virtualization.

Basics of language-level virtualization. Con-
sider a program represented as a term, i.e.,

Term ::= Head()|Head(Term, . . .)

where Head represents a set of constants which may
be used to tag terms. For example, +(1(),+(2(), 3()))
would be a valid term, assuming {+, 1, 2, 3} ⊆ Head .
But what is the meaning or behavior of the term
+(1(),+(2(), 3()))? We can define this term’s behav-
ior by (a) fixing an order of evaluation of subterms;
and (b) defining the meanings of different kinds of
subterms: +(· · · ), 1(), 2() and 3(). Let’s agree to
evaluate terms via a left-to-right postorder traversal,
and moreover let’s tag values (non-executable results
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of evaluating program terms) with 〈·〉. Assuming 1(),
2() and 3() simply represent integer constants, the
first three steps of evaluation would be as follows.

+(1(),+(2(), 3())) −→ + (〈1()〉,+(2(), 3())) −→

+(〈1()〉,+(〈2()〉, 3())) −→ + (〈1()〉,+(〈2()〉, 〈3()〉))

After the third step, we need to evaluate the term
+(〈2()〉, 〈3()〉). But without a definition of how +
works, we don’t know what to do. In standard op-
erational semantics, we could simply apply the static
rules for + on integers. But with language-level virtu-
alization, we would like to allow different definitions
of + in different contexts. The solution is to produce
a request message which is propagated outwards until
the definition of + is encountered. This corresponds
to sending a message downwards to lower levels of
abstraction.

+(〈1()〉,+(〈2()〉, 〈3()〉))

−→ + (〈1()〉,Request(+(〈2()〉, 〈3()〉), �))

−→ Request(+(〈2()〉, 〈3()〉), + (〈1()〉,�))

The two arguments to Request are (a) the term which
we wish to evaluate—in this case, +(〈2()〉, 〈3()〉);
and (b) the context into which to place the result—
here we are requesting that the � in +(〈1()〉,�)
should be replaced by the the result of evaluating
+(〈2()〉, 〈3()〉). Notice that both arguments to + are
values: this is because evaluation operates as a pos-
torder traversal. Also note that the term +(〈1()〉,�)
is a (delimited) continuation, which specifies how to
evaluate the rest of the program.

In order to complete this system, we need a way to
catch and service request messages. There are several
ways in which this may be done; the simplest is the
Handler term, as below.

Handler(term, [r()], [c()], [body ])

Here term is a term which is to be evaluated; [r()],
[c()] and [body ] are quoted terms which are not eval-
uated before evaluating the Handler term as a whole
(this is indicated by the [·]). If term evaluates to a
request message, then the first and second (request
and context) arguments are bound to r() and c(),
and body is evaluated within this augmented context.
Assuming we have access to other standard program-
ming language features, this would allow us to define
a behavior for + within term, even if + is undefined
or has a different definition outside of the Handler
term.
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Figure 1: Example of three interacting level of ab-
straction.

A couple of related handler constructs are useful:
(a) ConditionalHandler, which explicitly specifies
a term head, and only catches request messages
matching that term head; and (b) Allow, which
specifies a set of term heads for which request mes-
sages are allowed to escape its context, along with a
default handler for any other request messages. The
ConditionalHandler construct allows us to introduce
a new operation without interfering with existing
operations; while the Allow construct allows us to
restrict which operations may be used within a
particular context.

Downward and upward events. Handler and
ConditionalHandler terms perform two functions: (a)
execution of a subterm at a higher level of ab-
straction; and (b) processing messages received from
higher levels. A message receive event is a down-
ward event, because the message traveled downwards
from a higher to a lower level of abstraction. Con-
versely, continuing execution of a subterm at a higher
level of abstraction is an upward event. The follow-
ing sections explore these abstraction level transitions
schematically.

3 Downward events

In order to discuss downward and upward events, it
is useful to consider each level of abstraction as a
thread, and turn the traditional message sequence
chart on its side, so that the lowest level of abstrac-
tion appears at the bottom of the diagram, as in Fig-
ure 1. This figure depicts three levels of computa-
tional abstraction: 1. the CPU, which executes ma-
chine instructions; 2. the operating system kernel,
which mediates access to resources; and 3. a user
process. Additionally, we can view the computer as
interacting with additional lower levels of abstraction,
defined by the laws of physics. This particular choice
of levels is simply one of many possible examples, cho-
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sen here for reader familiarity. The arrows between
levels indicate events.

For example, downward event (a) is induced by the
process in the CPU. This corresponds to a request by
the process to execute an instruction. The actual
behavior of the instruction is defined by the CPU:
the process can’t just run on its own, as it is an ab-
straction built on top of the instructions provided by
the CPU and system calls provided by the operat-
ing system kernel. Similarly, the downward event (c)
induced by the process in the kernel corresponds to
a system call—again, a request to perform some be-
havior, in which the lower level of abstraction (here
the kernel) has complete control over the outcome.
Notice that servicing event (c) involves additional
CPU events like (d) triggered by the kernel; but these
events are invisible to the user process. This reflects
the intention that system calls are abstractions.

In the limit, everything that happens on a com-
puter is simply an abstraction built on top of the
laws of physics. We normally deal with higher-level
abstractions, since the particular physical implemen-
tation details are not as important as the informa-
tion processing properties of software. However, it is
sometimes useful to explicitly model certain aspects
of the physical nature of a computational system.
For example, Figure 1 includes an environment with
which the CPU can interact. In this case, a down-
ward event might be an actuation or sensor sampling
request.

A direct consequence of the layered language-level
virtualization model is that we could install the up-
per levels (the software application) in both simula-
tion and deployment environments. This raises an
interesting question: How can we determine whether
two different contexts result in equivalent behavior for
a particular class of applications? A useful way to
solve this problem may be to consider equivalence in
terms of the request messages that are emitted by the
context-application composite.

Finally, note that most downward events in Fig-
ure 1 may have corresponding upward event which
continue execution at higher levels of abstraction
(e.g., a-b and c-g). However, this is not mandatory,
as lower levels of abstraction do have full control
over the execution of higher levels. For example,
event (h) may correspond to a call to exit() by the
process, which, naturally, never resumes.

Form the above discussion, we may conclude the fol-
lowing important properties of downward events:

environment

p1 p2 p3 p4 p5

cpu #1

kernel #1 kernel #22.

1.

3.

0.

cpu #2

Figure 2: A tree of abstraction contexts. This is Fig-
ure 1 rotated 90◦ out of the page.

1. Downward events are definitely yielding,
i.e., execution at all higher levels of abstraction
pauses when making a request to a lower level of
abstraction. This is essential to allow lower lev-
els of abstraction full control over higher levels’
behavior. Yielding is an important property that
distinguishes interaction between different levels
of abstraction from interaction of autonomous
processes.

2. Downward events are possibly resumable.
This is embodied by the continuation argument
of requests, which allows lower levels of abstrac-
tion to resume evaluation of a higher-level sub-
term. This property distinguishes downward
events from nonresumable exceptions (as in Java
or C++).

3. Downward events may result in arbitrary
changes to higher levels. This is exempli-
fied by event (h), the call to exit(). This prop-
erty distinguishes downward events from func-
tion calls. Note that call/cc is not sufficient
as a replacement for downward events, since
call/cc does not provide a mechanism to al-
low us to control execution of the higher level’s
continuation (see the next section).

4 Upward events

While interactions amongst autonomous peer pro-
cesses are generally symmetric, interaction between
different levels of abstraction is, by definition, asym-
metric. The arrows in Figure 2 all represent upward
events: in each case, the destination of the arrow rep-
resents a term at a higher level of abstraction than the
source of the arrow. An upward event is, precisely,
the introduction of an (executable) term at a higher
level of abstraction. Since the execution of such a
term is defined and controlled by the lower levels of
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abstraction, this results in an inherent asymmetry
of upward vs. downward events. The properties of
downward events described in the previous section do
not hold for upward events; in fact the properties of
upward events are essentially complementary to those
of downward events:

1. Upward events need not be yielding. While
the simple formulation of Handler in Section 2
does cause the lower level to yield on an upward
event, this is not a necessary constraint. One
could imagine a concurrent variant which contin-
ues evaluation at the lower level of abstraction
along with the higher level. This would be use-
ful for modeling systems consisting of multiple
processes and processors, as in Figure 2.

2. Upward events are definitely resumeable.
Any upward event must eventually lead to a
downward event, because a term at a higher level
of abstraction can only execute by making re-
quests to lower levels of abstraction. For exam-
ple, upward event (b) must eventually lead to
another downward event at the CPU level, be-
cause following the execution of any (non-halt)
instruction, the program must execute another
instruction.

3. Upward events may not autonomously
modify terms at lower levels of abstrac-
tion. The only way in which a term at a higher
level of abstraction may affect lower levels of ab-
straction is by sending a request message which
triggers a downward event. For example, the
only way in which a process can terminate is to
make a request which causes the operating sys-
tem to terminate the process. There is no way
that the process in Figure 1 could have termi-
nated itself without making a downward request.

Figure 2 also illustrates how peer-to-peer communi-
cation can be modeled with language-level virtualiza-
tion. By definition, peer computations should have
a symmetric relationship, unlike the relationship ex-
plored above between different levels of abstraction.
In effect, peers are all higher levels of computation
built upon a common lower-level abstraction—the
communication mechanism. Processes running on a
kernel, processors in a computer, and autonomous
robots in a common environment are all examples
of this structure. This is, of course, why upward
events should not necessarily be yielding: multiple
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Figure 3: A constrained abstraction. For example, we
may want to constrain the ways in which the physical
environment can affect a computation.

peer terms may operate concurrently atop a shared
communication abstraction.

Up until now, we have assumed that lower levels
of abstraction are completely unconstrained in how
they handle request messages. Upward events are
not even guaranteed in response to downward events.
While this stands to reason when looking at lower
levels of abstraction strictly as defining the meaning
of higher levels, it is too open-ended when consider-
ing interactions such as those between a robot and its
environment. For example, we would consider an en-
vironment which, in response to a simple sensor read,
completely changes the program running on a robot
to be unreasonable.

This raises the question: How can we constraint
the ways in which an abstraction affects higher levels
built on top of it? One way to go about this would
be to introduce new abstraction operations in place
of Handler et al, which only allow certain operations
to be overridden, and require certain upward events
in response to downward events. Architecturally, this
may be viewed as in Figure 3: a base handler traps
request messages from higher levels (1); it then routes
these message to a constrained abstraction (2) which
advises what to do in response to the request (3).
Since the constrained abstraction is a higher level
built atop the base handler, it continually issues re-
quests which can be trapped by the base handler (3),
and translated into an upward event in the program
term (4).

5 Related work

The hierarchical definition pattern assumed in this
article is widely used throughout computer science.
The two most relevant broad areas are (a) how ab-
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stractions are presented at run-time in operating sys-
tems; and (b) how definitions and effects are ex-
pressed and constrained within programming lan-
guages. This section reviews several notable in-
stances.

As mentioned in the introduction, operating sys-
tems universally use the system call model to forward
requests from higher-level, unprivileged applications
to the lower-level, privileged kernel and drivers. Even
simple systems like TinyOS [13] running on highly-
constrained hardware are organized as a stack of ab-
stractions. And even the Exokernel architecture [4]
follows this pattern—the key difference being that
the exokernel exposes much lower-level abstractions
to unprivileged code; with higher-level abstractions
implemented at user level.

Interestingly, the idea of presenting low-level ab-
stractions to safely multiplex resources was foreshad-
owed a quarter century earlier by the IBM CP-67
research virtual machine, which lead to the VM/370
hypervisor and its successors [2]. The notable charac-
teristic of system-level virtualization is that the same
code can run either directly on a machine, or on top
of a virtual machine, which allows resources to safely
be shared with other programs; this notion was for-
malized by Popek and Goldberg in 1972 [16]. Much
more recently, system-level virtualization has seen
widespread use on commodity architectures, thanks
to hypervisors such as VMware [17] and Xen [1] (Xen
in particular offers a paravirtualization mode similar
in spirit to an Exokernel).

All of the above work focuses solely on system-level
abstractions, as opposed to the internal architecture
of an application process. TinyOS perhaps comes the
closest, as its tight pairing with the NesC component-
oriented programming language allows the same hi-
erarchical structure to be used in application code or
system code. Of course, several other systems pair
a language with an operating environment, most no-
tably Smalltalk [7], the Lisp machine [19], and the
Java platform [8, 14]. Smalltalk and Java in partic-
ular are defined together with a a virtual machine.
Unlike the VMs discussed in the previous paragraph,
the VM is not modeled after an existing architecture;
code must run under VM assistance. In addition to
portability, one of the key features of the Java VM
is security: untrusted bytecode can be run with high
confidence that it will not have unwanted effects; in-
stead, attempts at unauthorized operations result in
security exceptions. Unlike system-level hypervisors,
these language virtual machines do not provide an

easy facility for creating a nested virtual machine in-
stance which emulates restricted operations via a se-
quence of safe operations.

Run-time mediation via a VM is not the only ap-
proach taken to controlling computational effects.
Type systems can also be used to statically verify
that application code cannot perform unwanted ef-
fects. Indeed, the Java VM involves a static bytecode
verifier as well as run-time checks. Monads provide a
mechanism for embedding sequencing and effect in-
formation into the type system by representing con-
trol flow as data flow, much like continuation-passing
style [15, 5]. While originally proposed as a formalism
for programming language semantics, monads have
since come to be the standard notion for introducing
effects in Haskell [9], a statically-typed lazy functional
language. Another approach is to extend a type sys-
tem with effect information [6]. Wadler and Thie-
mann showed the close correspondence between mon-
ads and effects [18]. Type-and-effect systems have not
yet seen widespread adoption in programming lan-
guages; nonetheless, compiler optimizations such as
region inference implicitly use similar constructs [].

The continuations within our request messages are
in fact delimited continuations [3]. While a standard
continuation is a non-returning procedure which rep-
resents the rest of a program, a delimited contin-
uation represents the rest of the computation of a
subterm, and hence returns (unless the subterm di-
verges). Kiselyov et al. [12] showed how dynamic
binding can be expressed in a delimited control frame-
work. Their notion of delimited dynamic bindings
coincides with the behavior of request messages (pro-
ducers of delimited continuations) and handlers (the
scope of dynamic bindings and consumers of delim-
ited continuations) in language-level virtualization.

Finally, Aspect-Oriented Programming [11] also
merits mention. An aspect is a piece of function-
ality which modifies the behavior at certain points
throughout a program. Aspects consist of patterns
that match at particular join points in a program
(typically function call sites), and advice, which is
code that runs before, after, or in place of the match-
ing application code. As such, aspect are a new layer
of abstraction interposed between application code
and the base language. For example, the AspectJ [10]
system allows aspects-oriented programming in Java.
A key difference between AOP and system call ab-
stractions is that aspects are not in full control of
a program’s execution; they are only invoked if the
application happens to follow a matching code path.
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6 Conclusion

Systems of components operating at multiple levels of
abstraction have the interesting property that lower-
level components define the behavior of higher-level
components. This property leads to an asymmetry in
events induced by higher levels at lower levels (down-
ward events) and events induced by lower levels at
higher levels (upward events). In particular, a down-
ward event always results in higher levels of abstrac-
tion giving up control, while an upward event always
leads to another downward event, thus keeping lower
levels of abstraction in control. Interestingly, this
means request messages sent to lower levels of ab-
straction (CPU instructions, system calls, etc.) have
a control behavior that is actually the dual of stan-
dard function calls. The next step is to explore how
we can use this model to formally analyze and con-
strain the behaviors of terms and contexts.
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