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Needham-Schroeder
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Needham-Schroeder: How does it work?

Assume A's private key Kzl uncompromised
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Needham-Schroeder Failure
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(Gavin Lowe)



Needham-Schroeder-Lowe
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Protocol Executions are Bundles

® Send, receive events on strands called “nodes”

— Positive for send
— Negative for receive

® Bundle B: Finite graph of nodes and edges
representing causally well-founded execution;
Edges are arrows —, =

— For every reception —t in B, there's a unique
transmission |+t where
+t — —t

— When nodes n; = n;4 1 on same strand,
if n;41 in B, then n; in B

— B is acyclic



A Bundle
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NS Attack: Adversary Activity
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Bundles built from adversary strands
and regular strands



Regular Strands for NSL
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A protocol is a finite set of parametric strands,
called the roles of the protocol



Precedence within a Bundle

® Bundle precedence ordering <z

n <gn’ means sequence of 0 or more arrows —, =
lead from n to n’

<p Is a partial order by acyclicity

<5 Is well-founded by finiteness

® Bundle induction: Every non-empty subset of 5
has <g-minimal members

® Reasoning about protocols combines

— Bundle induction
— Induction on message structure
— Taking cases on
o Regular strands for protocol
o Adversary strands



Origination
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A Secrecy Goal

® Suppose:
— Bundle B contains a strand Resp[A, B, Ng, Np]
— Kgl,Kgl non-originating
— N originates uniquely in B, with Ny = Ny
® Then:
— There is no node n € B with term(n) = N,

Form: V. This is false for NS, true for NSL
To prove secrecy: (1) non-originating values are safe

(2) if a originates, but always inside
{...a...[}x with K—1 safe
then a also safe



An Authentication Goal

® Suppose:
— Bundle B contains a strand Resp[A, B, Ng, Np]
— Kgl non-originating
— N originates uniquely in B
- N 7 Na
® Then:
— There is a strand Init[A, B, Ng, Ny] in B

Authentication: correspondence assertions (of form V3)
This is false for NS: Only have

Init[A, X, Ng, Np] in B

for some X



